>>> Linux 101
>>> The terminal is your friend.
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>>> The Origin

Back in 1991, the 21 years old Linus Torvalds posted the
following to comp.os.minix, a newsgroup on Usenet:

I'm doing a (free) operating system (just a hobby,
won't be big and professional like gnu) for 386(486)
AT clones. This has been brewing since April, and %s
starting to get ready. I'd like any feedback on
things people like/dislike in miniz, as my OS
resembles it somewhat (same physical layout of the
file-system (due to practical reasons) among other
things) .
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>>> Disclaimer

Linuxz is the kernel, one of the essential major
components of the system. The system as a whole s
basically the GNU system, with Linux added. When

you're talking about this combination, please call it
“GNU/Linuz”

Linux and the GNU System
by Richard Stallman
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>>> Kernel wersus Operating System

The kernel ts part of the operating system.

i 1
User Applications
User
Space
GNU C library (glibc)
-
'
GNU/ iy System Call Interface
Linux I
Kernel
Space
- -

Hardware Platform
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>>> Linux kernel?

* Is a free and open-source, monolithic, Unix-like
operating system kernel.

* Was conceived and created in 1991 by Linus Torvalds.

* It is highly-influenced by MINIX (Andrew S. Tanenbaum)

* Linux is a monolithic kernel rather than a microkernel
(MINIX).

* Is a core part of most non-Windows Operating Systems:

Ubuntu, Mint, Debian, Android,...
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>>> Unix, POSIX and Linux

* Unix is a family of operating systems, originally started
at Bell Labs (by Thompson, Ritchie, Kernighan et al.).
Later, Unix inspired POSIX.

* POSIX (Portable Operating System Interface) is an IEEE
standard for UNIX systems.

* POSIX 7 defines: C API, CLI utilities and API, shell
language, environment variables, program exit status,
regular expressions, directory structure (FHS) and
filenames.

* Linux is (nearly, and quite) POSIX compliant, and quite
inspired by Unix. Mac 0S, Solaris and BSD are other
examples of Unix-like 0Ss.

* Unix is proprietary software and Linux is FOSS (Free and
Open-Source Software).
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>>> Linux Distributions

* Linux distribution (a.k.a. distro) is an operating system
made from a software collection, which is based upon the
Linux kernel and, often, a package management system.

* A typical Linuz distribution comprises a Linux kernel,
GNU tools and libraries, additional software,
documentation, a window system (the most common being the

X Window System'), a window manager, and a
desktop environment.

'X Window System is a windowing system for bitmap displays, common on
UNIX-like computer operating systems. X provides the basic framework for a
GUI environment.
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Periodic Table of Linux Distros

Popularity on DistroWatch —> [
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Figure: From DistroWatch, The Periodic Table 0Of Linux Distros
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>>> Linux solves all the problems?

S;U)B:R TRUE STORY:
KONE

) DVE 10 AUTO - YOU! HAVEN'T ANSWERED
HEY, ITs YOUR CousIN ] CONFIG ISSUES, T

YOUR PHONE. IN' DAYs,
T GOT A NEW GOMPUTER ; LEAVING UBUNTY CANT SLEEP
BUT DON'T WANT WINDOWS, FOR DEBAN. ( MusT comPie
CAN You HELP ME. KERNEL.
INSTALL “LINUK? \\}

g Y

'”Vm
~ GENTOD.
SURE- ‘ \g\ UHOH 4,,@:)

e

PARENTS: TALK T YOUR
KIDS ABOUT UNDX.. .
BEFORE SOMEBODY ELsE DOES.

Figure: This really %s a true story, and she doesn't know I put it
in my comic because her wift hasn't worked for weeks.

'https://xkcd.com/456/
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>>> Filesystem Hierarchy Standard

/bin
"essential user
command binaries’

bash
cat
chmod
cp
date
echo
grep
gunzip
gzip
hostname
kill
less

In

Is
mkdir
more
mount
my
nano
open
ping
ps
pwd
rm

sh

su

tar
touch
umount
uname

Jetc
R d ion files

Isbin

for the system”
crontab
cups
fonts
fstab
host.conf
hostname
hosts
hosts.allow
hosts.deny
init
init.d
issue
machine-id
mtab
mtools.conf
nanorc
networks
passwd
profile
protocols
resolv.conf
rpc
securetty
services
shells
timezone
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ial system
binaries"
fdisk
fsck
getty
halt
ifconfig
init
mkfs
mkswap
reboot
route

I "root"

fusr

“read-only user application

support data & binari:

{usr/bin
"most user
commands"

/usrfinclude

"standard include

files for 'C’ code”

Jusr/lib
"obj, bin, lib
files for coding
& packages”

Jusr/local
"local software"
lusr/local/bin
lusr/local/lib
/usr/local/man
lusr/local/sbin

lusr/local/share

Jusr/share

"static data sharable
accross all architectures”
[usr/share/man
“manual pages"

Ivar

“variable data files"

Ivarjcache
"application
cache data"

Ivar/lib
"data modified as
programmes run”

Ivarflock
"lock files to track
resources in use"

fvarflog
“log files"

Ivarjopt
"variable data for
installed packages”

fvar/spool
“tasks waiting to
be processed"
Jvar/spool/cron
Ivar/spool/cups
Ivar/spool/mail
fvarftmp
“temporary files saved
between reboots"

[dev
"device files
incl. /dev/null®

/home

"user home
directories”

Nib

“libraries &
kernel modules"

/mnt

"mount files for
temporary
filesystems"

fopt
"optional software
applications”

/proc
"process & kernel
information files"

Iroot
“home dir. for
the root user”
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>>> FHS Simplified

/ root directory (like C: in Windows)
/bin system binaries/applications (e.g. cd, echo, rm)
* /usr/bin - user binaries (e.g. firefox)
/sbin administration system tools (e.g. shutdown)
/boot GRUB, etc
/usr user files and applications
/dev devices (/dev/sd[a-z][1-9]%)
* /dev/null, /dev/zero and other pseudo-devices

/etc configurations (system-wide)
/home contains a folder for each user, /home/<user>
with their files and configurations (user-specific)
/root home of root user (/ != /root)
/tmp temporary files (e.g. Web browsing cache)
/opt optional software packages
/proc process files
/var files that change recurrently (e.g. backups, logs)
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>>> File Permissions

* $ 1s -la

* List all the content of a given

drwxr-xr-x
“-rw-rw-r--

6

directory (folder)

root root 576 Apr 17 weather.txt
root root 1024 Oct 9 web_page
root root 6480 Feb 11 web_site.tar
root zroot 5743 Dec 16 =xmas_file.txt
[ | [ |
| | | File Name
| | I Semses Modification Time
I [ fosmmcmmmmes Size (in bytes)
| e Group
Poocoocoooooooooooooooos Owner
-------------------------- No. of dirs/links

P S e e e e e e e e e e e S e e e S I File Permissions
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>>> File Permissions

* How to read drwxr-xr-x or -rw-r—-r—— 7

* User, group and others: each one has an octal according
to their permissions over a specific file.

* r (read), w (write), x (execute)
e el el

* | directory? | user | group | others |
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binary | octal | permission level
000 0 -
001 1 ==5%
010 2 —W-
011 3 —WX
100 4 r—-
101 5 r-x
110 6 rw-
111 7 rwx
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>>> Changing Permissions and Ownership

* $ chmod <permission code> <file or directory>
* $§ chmod 777 <file> : -rwxrwxrwx (read, write and execute
to all users)
* § chmod +x <file> : execute permission given to all users
* § chmod -r <file> : read permission revoked to all users

* $ chown <user> <file or directory>
* $§ chown root file.txt (owner = root)
* § chown jp:students file.txt (owner = jp, group =
students)
* $§ chown -R jp:students ./exams (similar to the last one,
but changes the ownership of a directory)
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>>> Shell and Terminal

* The shell is a program that takes commands from the
keyboard and gives them to the operating system to
perform. In the old days command line interfaces (CLIs),
were the only user interface available on a Unix-like
system such as Linux.

* On most Linux systems a program called bash? acts as the
shell program.

* Alternatives to bash: ksh, tcsh, zsh and fish.

* Nowadays, we have graphical user interfaces (GUIs) in
addition to CLIs.

* Terminal: terminal emulator. A program that opens a
window and lets you interact with the shell.

* Known terminal emulators: gnome-terminal, konsole, xterm,
rxvt, kvt, nxterm, eterm and terminator.

*bash stands for Bourne Again SHell, an enhanced version of the original
Unix shell program, sh, written by Steve Bourne
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>>> CLI commands: The survival guide (1/4)

* Command

* A command is an instruction given by a user telling a
computer to do something, such a run a single program or a
group of linked programs.

* Linux Command Chainning

AND (&%) This command that follows this operator will execute only if
the preceding command executes successfully.
OR (||) The command that follows will execute only if the preceding
command fails.
S'Colon (;) The succeeding commands will execute regardless of the exit
status of the command that precedes it.
Pipe (|) The output of the previous command acts as the input to the
next command in the chain.
Ampersand (&) This sends the current command to the background.
>, <, >> The operator can be used to redirect the output of a command
or a group of commands to a stream or file.

>
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>>>

CLI commands: The survival guide (2/4)

Executing commands as root: $ sudo <command>

Login as root: $ sudo su

If the last character of your shell prompt is # rather
than $§, you are operating as the superuser (root).
~/.bash_profile is the name of file used to store the
bash environment settings (e.g. personal configurations).
Shell scripting (file .sh): A quick-and-dirty method of
prototyping complex applications.
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>>> CLI commands: The survival guide (3/4)

cd change directory
1s list directory content
pwd present working directory
touch create new file or update file modification date
cat prints file content to stdout
more prints file content with pagination
head prints the begin of a file content
tail prints the end of a file content
tar compress/decompress files
mkdir make a new directory
1ln create a shortcut/link
rm remove file
rmdir remove directory
mv move files or directories
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>>> CLI commands: The survival guide (4/4)

find search for a file or directory
which find commands and their location
* which ssh => /usr/bin/ssh
grep find a string inside a file or inside any file in a folder
awk pattern scanning
sed stream editor, similar to awk
ps process snapshot, 1ls of processes
top task manager
echo prints a string to the stdout
ip network configuration
passwd set or change user password
man manual, presents the meaning, functionality and syntax of
any command
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= om Soua Evans
man ques (Soﬁ\mﬁtsaunlﬂye @bdrk

may vary L)
T found out I can rograms system calls
se-'- doCumen"’a:}‘-’an $ P 8 @ 7
for programs (like grep) man grep
with O Srepfs P $man g

bot , @ C fonctions @ devices
thatt 's not all!!

$man 3 + $ man noll

rin
l°+5 of other 'Huns_s $ man {"o;en for Zdev/noll docs
have man pages toal

$man sendfile

@ file Formats games

Sman sudoers (not very vseful)
Man pages are split

i VF
OREM foc Jetc /sodoes  Tanie ilsffieh
Up into § sections = $ man proc

0 EOICNS) @@@ @ miscellaneous sysadmin programs
$ man F P,'Pe $ man D‘P+
/s /share /man/man 5

$ man ¥ symlink $ man chrsot
hag secion 5 on my madhine. (+hese are caol )

Figure: From julia's drawings, https://drawings.jvns.ca/
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>>> Compiling and Executing C code

* cc or gcc or g++ commands

* gcc -Wall -o <name_of_executable> <name_of_source_code>
* Compile Example: gcc -o hello helloWorld.c
* Run Example: ./hello

* Makefile
* make (compiles the code by using the makefile)

* make clean (removes the compile result)

# build an executable named hello from helloWorld.c

all: helloWorld.c
gcc -g -Wall -o hello helloWorld.c

clean:
$(RM) hello
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>>> Code Editors

* CLI editors: vi, vim, nano, emacs

* GUI editors: Visual Studio Code, Atom, Sublime Text

Learn how to use nano to boost your terminal confidence!
Edit config files like a pro!

Make easy to-do lists and notes in a text-only format!
Do it wia S55H from a smartphone or other computer!

¢ Jecc/fetab: static file system information.

n
+

# Use 'blkid -o value -z UUID' to print the universally unigue identifier
# for a device; this may be used with UUID= as a more robust way Lo name
# devices that works even if disks are added and removed. See fstab(5).

+
+

<file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults o o
# / was on /dev/sdbl during installation

Cur Pos

WriteOut Read File [g
To Spell

Justify Where Is

Figure: nano CLI interface
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>>> Services

* Services: Programs that run in the background (a.k.a.
daemon) with different responsabilities.

* [/etc/init.d/ : directory that contains links to
initialization scripts (autorun on 0S boot)

* Examples: networking, sshd, apache2, mysql,
network-manager, cron

* How to start, stop and restart a service?
* service <service_name> start|stop|restart
* /etc/init.d/<service_name> start|stopl|restart
* systemctl start|stopl|restart <service_name>
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>>> Installing Software

* The easy way: apt (yum - Fedora / pacman - Arch)

* $§ sudo apt install <program_name> (install a new program)

* $ sudo apt remove <program_name> (remove an installed
program)

* § sudo apt update && sudo apt-get upgrade (update the
software lists and upgrade the installed software)

* $§ apt-cache search <keyword> (search for a program)

* $§ apt moo (7easter-egg?)

* Other ways:
* Executing the file: chmod +x <program> and then ./program
* With .deb files: $ dpkg -i <file .deb>
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>>> Installing Software

* apt can't find the program that I need...
* Add new Personal Package Archives (PPAs).
* Example
* $ sudo add-apt-repository ppa:cenas-fixes/ppa
* $ sudo apt install package-fixe

* Still can't find it... Use Snappy!/

* $ sudo apt install snapd
* § sudo snap install hello
* > hello (stable) 2.10 from 'canonical' installed

* Snaps available at https://snapcraft.io/
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>>> Remotely Administrating Linux Machines

* SSH: Secure Shell
* Authentication can be done by password or by SSH Keys3“4.

* On the first connection there's the need of trusting the
remote server. This can be manually done by checking the
RSA key fingerprint of the remote with a list of known
keys.

* Trust on first use (TOFU) principle.

* Example:
* $ ssh <username>@<address_of_remote_machine>
* Example
* $ ssh jpdias@127.0.0.1
* Connects to localhost and now we have a shell in the remote

machine.
* SSH is the most basic need for system administration.

3Using SSH Keys is safer and quicker.
4ssh-keygen is used to generate keys.
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>>> Linux on Windows

* Virtual Machine
* VMWare Player, VirtualBox, Hyper-V

* Windows Subsystem for Linux
* PowerShell as Admin: Enable-WindowsOptionalFeature -Online
-FeatureName Microsoft-Windows-Subsystem-Linux
* Go and pick your favorite distro from Windows Store

Run Linux on Windows
Install and run Linux distributions side-by-side on the Windows Subsystem for
Linux (WSL).

‘openSUSE Leap 42
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What!? GUIs!?
But we are hackers and hackers have black terminals with
green font colors!®

LD

®John Nunemaker
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