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Magic Smoke, 
https://en.wikipedia.org/wiki/Magic_smoke

https://en.wikipedia.org/wiki/Magic_smoke
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Internet-of-Things (IoT) / Operational Technology (OT)  

“Internet of things (IoT) describes 
devices with sensors, processing 
ability, software and other 
technologies that connect and exchange 
data with other devices and systems 
over the Internet or other 
communication networks.”

Internet of things, https://en.wikipedia.org/wiki/Internet_of_things 

https://en.wikipedia.org/wiki/Internet_of_things


Example: Netatmo
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Internet-of-Things in the (AWS)real-world

Building event-driven architectures with IoT sensor data, 
https://aws.amazon.com/blogs/architecture/building-event-driven-architectures-with-iot-sensor-data/ 

https://aws.amazon.com/blogs/architecture/building-event-driven-architectures-with-iot-sensor-data/


IoT connects everyday things to the palm of our hands.

Protocols ensure that all parts of the system are able to communicate 
between themselves.



What’s a protocol?

“(...) a set of established rules that 
specify how to format, send and receive 
data (...)”
What is a network protocol?, 
https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/ 

https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/


Common IoT Protocols

 



Protocol’s tradeoffs

Infrared Wi-Fi Zigbee/
Matter

Bluetooth Z-Wave 433 MHz 4G 5G

Frequency 300 GHz 5 GHz /
2.4 GHz

2.4 GHz 2.4 GHz 865 -
926 MHz

433 MHz 700-800 MHz
1800MHz
2.6 GHz

700 MHz
3.5 GHz

Useful Range 5m 30m 15m 15m 40m 100m 6.5km 5km

Power Usage low high low low low low high high

Affordability ✅ ✅ ✅ ✅ ❌ ✅ ❌ ❌
Encryption ❌ ✅ ✅ ❌ ✅ ❌ ⚠ ✅
Low Interference ✅ ❌ ❌ ❌ ✅ ✅ ✅ ❌
Gateway Not Required ❌ ✅ ❌ ❌ ❌ ❌ ✅ ✅



Encryption Types

Symmetric vs Asymmetric Encryption – What Are the Difference?, 
https://www.clickssl.net/blog/symmetric-encryption-vs-asymmetric-encryption 

https://www.clickssl.net/blog/symmetric-encryption-vs-asymmetric-encryption


Example: HTTP versus HTTPS



Why is not everything encrypted by default?



Why is not everything encrypted by default?

Encryption is a computational heavy task, 
and can also increases communication payload size.

Encryption also does not solve all problems in communication security nor 
in IoT, it is just a piece of the puzzle🧩



CIA Triad



IoT Security Issues (OWASP Top 10 IoT) 

OWASP Internet of Things Project, 
https://wiki.owasp.org/index.php/OWASP_Internet_of_Things_Project 

https://wiki.owasp.org/index.php/OWASP_Internet_of_Things_Project


Real-world cases



WiFi networks

WEP - Wikipedia, https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy 
Wigle.net, https://wigle.net/  

Unauthorized Access

41 WEP networks
129 WAP networks

8858 total networks

Spoofing

Interference / Flooding

https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy
https://wigle.net/


MIFARE Access Cards

MIFARE Classic: exposing the static encrypted nonce variant... and a few hardware backdoors, 
https://blog.quarkslab.com/mifare-classic-static-encrypted-nonce-and-backdoors.html 

Cloning

Bruteforce

https://blog.quarkslab.com/mifare-classic-static-encrypted-nonce-and-backdoors.html


Exposed Video Streams

Information Leak

Bruteforce



GPS Jamming

GPS Jamming Is Screwing With Norwegian Planes, 
https://www.wired.com/story/gps-jamming-is-screwing-with-norwegian-planes/ 

Jamming

https://www.wired.com/story/gps-jamming-is-screwing-with-norwegian-planes/


DJI Drones (2023)

Schiller, Nico, et al. "Drone Security and the Mysterious Case of DJI's DroneID." NDSS. 2023.

Information leak

Spoofing

Jamming



Bresser Weather Station

rtl_433, https://github.com/merbanan/rtl_433 

Information leak

Spoofing

Jamming

Physical Access

https://github.com/merbanan/rtl_433


Campbell Scientific CSI Web Server and
RTMC (Real-Time Monitoring and Control) Pro (2024)

Weak Encryption

Path Traversal

CISA ICS Advisory, https://www.cisa.gov/news-events/ics-advisories/icsa-24-149-01  

https://www.cisa.gov/news-events/ics-advisories/icsa-24-149-01


Netatmo Weather Station

Jamming

Physical Access

Did You Remove That Debug Code? Netatmo Weather Station Sending WPA Passphrase in the Clear, 
https://isc.sans.edu/diary/Did+You+Remove+That+Debug+Code+Netatmo+Weather+Station+Sending+WPA+Passphrase+in+the+Clear/19327/ (2015)

Proprietary 916Mhz

Information leak

https://isc.sans.edu/diary/Did+You+Remove+That+Debug+Code+Netatmo+Weather+Station+Sending+WPA+Passphrase+in+the+Clear/19327/


What about privacy?



Data Privacy

“(...) individuals can be identified in anonymized datasets 
and inferences about individuals may be gleaned from 
aggregated datasets (...)”

Data privacy and the Internet of Things, https://en.unesco.org/inclusivepolicylab/analytics/data-privacy-and-internet-things 

https://en.unesco.org/inclusivepolicylab/analytics/data-privacy-and-internet-things


Running Apps (Strava)

Fitness tracking app Strava gives away location of secret US army bases, 
https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases

Strava doesn't seem to have learned much about user privacy since 2018, 
https://www.androidpolice.com/strava-heatmaps-location-identity-doxxing-problem/ 

Using heatmap as a data source, (...) 
able to ID start and end locations of 
activities, revealing potential 
residences. Combined with data from 
OpenStreetMaps and public records 
like recent voter registrations, 
there’s a high chance Strava could 
reveal your name and home address to 
a bad actor.

https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
https://www.androidpolice.com/strava-heatmaps-location-identity-doxxing-problem/


Netatmo Base Station Sensors

Empty House

People at Home



What’s next?





The convergence of IT and OT, 
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/cyber-signals-issue-3-the-convergence-of-it-and-ot  

https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/cyber-signals-issue-3-the-convergence-of-it-and-ot
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